IlamaTka 0e3omacHocTH B ceT MHTEpHET

C KaXIpIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHLCS OOJIBIIE, a ITKOJIBHUKH OJHH U3 CaMbIX
aKTUBHBIX TOJb30BaTenel Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEeMBI. DTa MaMsTKa JOHKHA TOMOYb TeOe 6e301macHo
HaXOJUTHLCS B CETH.

KoMnpoTepHBIC BUPYCHI

KomnbroTepHbIil BUPYC — 3TO pa3HOBUIHOCTh KOMITBIOTEPHBIX IPOTrPaMM, OTINYUTEIbHON
0COOEHHOCTBIO KOTOPOU SBJISIETCS] CHOCOOHOCTh K Pa3MHOXKEHUIO. B TonosiHeHne K 3ToMy,
BHUPYCHI MOT'YT TOBPEIUTH WJIM MTOJTHOCTHIO YHUUTOXKHUTH BCE (haiiiIbl U JaHHBIC,
MOJAKOHTPOJIBHBIE MMOJIH30BATENI0, OT UMEHU KOTOPOTO ObLa 3alylieHa 3apaxEHHas mporpamma,
a Tak)Ke MOBPEINTH WM Ja)Ke YHUUYTOKUTH ONEPAIMOHHYIO CHCTEMY CO BceMH (haitiamMu B
uesaoM. B 00nbIIMHCTBE CilydaeB pacpOCTPaHsIOTCS BUPYCHI Uepe3 UHTEPHET.

Mertoasbl 3a1IUThI OT BPEAOHOCHBIX IIPOrpaMM:

e Hcnonb3yli COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIUE CEPbE3HBIN YPOBEHb
3aIIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

o IlocrosiHHO ycTaHaBnIMBal nauTH (LHU(PPOBBIE 3AIUIATKH, KOTOPbIE ABTOMATUYECKH
YCTaHABJIMBAIOTCS C LENbIO JOPAOTKU MPOTPaMMBI) B JPYTrUe OOHOBJICHUS CBOCH
olnepalroHHOM cucteMbl. CkauuBail UX TOJIBKO ¢ OPULMANIBHOTO caiiTa pa3paboTynKa
OC. Ecnu cymiecTByeT peskuM aBTOMATHUYECKOTO OOHOBIICHUSI, BKITFOYH €T0;

o Paboraiif Ha cBOeM KOMIIBIOTEpE MO/ TpaBaMy M0JIb30BATENs, @ HE aIMUHUCTpATOpa. ITO
HE MO03BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrPaMM MHCTAJIIMPOBATHCS HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

o cnousb3yil aHTUBUPYCHBIE IPOIPAMMHBIE TPOLYKTHI U3BECTHBIX ITPOU3BOAUTEINIEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

e Orpannyb GU3NYECKUN AOCTYI K KOMIIBIOTEPY JJIs IOCTOPOHHUX JIUIL;

o Vcnonp3yil BHEIIHUE HOCUTENN UHPOPMALIMK, TaKue KaK (uIelka, TUCK Wi (aiii u3
MHTEPHETA, TOJIBKO U3 MPO(EPEHHBIX HICTOYHHUKOB;

o He oTtkpsIBail KOMIbIOTEpHBIE (ailibl, HOTYYeHHbIE U3 HEHAJEKHBIX HCTOUHUKOB. J{axe
Te (ailsibl, KOTOPbIE MPUCIIA TBOW 3HaKOMBIH. Jlydllle yTouHM y HEro, OTIpaBIIsll I OH
TeOe Ux.

Cetu WI-FI

Wi-Fi - 310 He BHJ Iiepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb Open 1, mapka. Emie B 1991
roJly HUJepiaHackas koMmanus 3apeructpuposaia 6pens « WECA», ato o603Havano
cinoBocouetanue «Wireless Fidelity», KOTOpbIii TepeBOAUTCS KaK «OECITPOBOIHAS TOYHOCTD.
Jlo Harero BpeMeHHU JIoIuIa Apyras abopeBrarypa, KoTopas sSBISETCs TAKOU ke TeXHOJIOTUEH.
D10 abbpeBuarypa «Wi-Fi». Takoe HazBaHuMe OBUIO JaHO C HAMEKOM Ha CTaHIAPT BBICIIHI
3BYKOBOM TexHUKH Hi-Fi, 4To B nepeBoie 03HaYaeT «BBICOKAs TOYHOCTHY.

Ja, GecriaTHBIM HHTEPHET-AOCTYII B Kade, OTENAX U adpOoIropTax SBISIETCS OTIUIHON
BO3MOXKHOCTBIO BBIX0J1a B MHTEpHET. HO MHOTHE 3KCTIEPThI CYUTAIOT, YTO 00MIe10CTymHBIC Wi-
Fi cetu He sBnsAroTCS OE30IIaCHBIMMU.

CoBeTbI 110 6€30NMACHOCTH padoTe B 00mIeT0CTYNHBIX ceTsix Wi-fi:

e He nepenasaii cBoro mrmunyto nHGopmaiuro yepes oomenoctymnasie Wi-Fi cetu. Pabotas
B HUX, KeJlaTeIbHO HE BBOJUTH MAPOJIH JOCTYIIA, JTIOTHHBI U KaKUe-TO HOMEpa;
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o Hcnonp3yii 1 0OHOBIIAN aHTUBUPYCHBIE IPOrpaMMBbI U OpaHamayep. Tem caMbIM Tl
obe3omacuiib ce0s OT 3aKaUKu BUPYyca Ha TBOE YCTPONCTBO;

o IIpu ucnons3oBanun Wi-Fi otxiroun pynkiuio «O0mmii qoctyn K daitnam u
npuntepam». JlanHas GyHKIUS 3aKpbITa IO YMOTYaHUIO, OJJHAKO HEKOTOPhIE
N0JIb30BATENH AKTUBUPYIOT €€ /715 y100CTBa HCIIOJIb30BaHMs B paboTe wim y4eoe;

e He ucnonb3yii myosmunbsii WI-FI 11t mepenauu JIMYHBIX JaHHBIX, HAPUMED IS
BBIX0/Ia B COIIMAJILHBIC CETH UJIH B AJIIEKTPOHHYIO MIOYTY;

e Hnonp3yii TobKo 3amumieHHoe coequnenue yepe3 HTTPS, a ue HTTP, T.e. npu Habope
BeO-apeca BBOAM UMEHHO «https://»;

e B MoOwipHOM Tenedone otkmoun pyHkuuto «llogkmouenue k Wi-Fi aBTomarraeckmy.
He nomyckait aBToOMaTn4eckoro noAKI0YeHNs ycTpoiicTa k cetam Wi-Fi 6e3 TBoero
coryiacus.

CouuanpHble ceTH

ConuanbHble CETH aKTUBHO BXOJSAT B Hallly KH3Hb, MHOTHE JIIOJU padOTaIOT U )KUBYT TaM
IOCTOSIHHO, a B Facebook yxxe 3apeructpupoBaH MUIIIIMApA YETIOBEK, YTO SIBJISETCS OJHOM
CebMOI BCeX KHUTENeH TuIaHeThl. MHOTHE MOJb30BaTeNH HE IIOHMMAIOT, YTO HH(pOpManus,
pasMelleHHAas UMH B COLIMAIbHBIX CETAX, MOXKET ObITh HalIeHa U MCII0JIb30BaHa KEM YI'OJHO, B
TOM YHCJIE€ HE 0053aTEIbHO ¢ OJJarMMH HAMEPEHUSIMH.

OcHOBHBbIE COBETHI IO 0€30MACHOCTH B CoOIMaAJbHBIX CETHAX:

e OrpaHuyb CIHUCOK JIpy3eil. Y Te0s B APY3bAX HE JOKHO OBITH CIIy4alHBIX U
HE3HAKOMBIX JIFOJICH;

e 3amminail cBOIO YacCTHYIO Ku3Hb. He yka3piBaii maposu, TenedoHsl, aapeca, 1aTy TBOETO
POXICHUS U IPYTYIO JTUYHYIO HHPOPMAIUIO. 3TOYMBIIUICHHHKH MOTYT HCIIOIh30BaTh
Jake nH(OPMALIHUIO O TOM, KaK Thl U TBOHM POJIUTEINHN TUIAHUPYETE MPOBECTH KaHUKYIIBI,

e 3amumiai CBOIO PENyTaIHIO - IEPKHU €€ B YUCTOTE U 3aJ1aBail ce0e BOIPOC: XOTeEN ObI THI,
4TOOBI APYyTUe MOIB30BATENN BUIENH, UTO ThI 3arpyskaemisb? [logymait, mpexae 4em uTo-
TO OITYOJINKOBATh, HATTUCATh U 3aTrPY3UTh;

e Eciu Tbl TOBOPHILIG C JIOJIbMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3Yl CBOE pEalbHOE UMS U
JIPYTYIO JIMYHYIO HHPOPMAIIUU: UMSI, MECTO KHUTEJIHCTBA, MECTO Y4€ObI U TIpOYEE;

o U30Geraii pasmemenus ¢ororpaduii B UuTepHete, re Thl H300paXkeH Ha MECTHOCTH, TIO
KOTOPOW MOKHO OIPENEITUTh TBOE MECTOMOIOKECHHE;

o [Ilpu peructparuu B COMATBHON CETH HEOOXOAUMO HCIIOIH30BaTh CIOKHBIE MAPOJIH,
cocTosmue u3 OykB ¥ UG U ¢ KOJUYECTBOM 3HAKOB HE MEHEE §;

e JIns conuanbHOM CeTH, OYTHI U APYTUX CAWTOB HEOOXOAMMO HCIOIH30BaTh Pa3HbIE
napoiu. Toraa eciu Te0s1 B3JIOMAOT, TO 3JI0YMBIIINIEHHUKH TTOJIYYaT JOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE IEHBIU
DNEKTPOHHBIE IEHbI'M — ATO OUY€Hb yI0OHBIH cr1oco0 miaTexei, 0IHaKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

ONEKTPOHHBIE JEHBIY MOSIBUINCH COBCEM HEJaBHO U MMEHHO M3-3a 3TOI0 BO MHOTHUX
rocyaapcTBax J10 CUX IOp He MPOMUCAaHO PO HUX B 3akoHax. B Poccuu sxe onn
(YHKLIMOHUPYIOT M O HUX YK€ IMPOIMUCAHO B 3aKOHE, TJI€ UX Pa3ZelsioT Ha HECKOJIbKO BUIOB —
AHOHMMHBIE U HE aHOHHUMHBIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
pasperraercsi IPOBOAUTH Orepaluy 0e3 UAeHTH(PHUKAIUN TT0Ib30BaTels, & B HEAHOHMMHBIX
UACHTU(DUKAIIY T10JIb30BATENS SBISIETCS 00s13aTEIbHOM.
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Taroke creayeT pa3nuyarhb JIEKTPOHHBIE (pHaTHBIC IEHBIU (PaBHBI TOCYAAPCTBEHHBIM BaJIOTaM)
Y DJICKTPOHHBIE He()UATHBIE ICHBTH (HE PaBHBI TOCYIAPCTBEHHBIM BaJIOTaM).

OcHoBHBbIE cOBeTHI 10 0e30MacHoil padoTe ¢ 3JIEKTPOHHBIMH IeHbIAMM:

[TpuBsoku K cueTy MOOMIIBHBIN TeneoH. DTO caMblil yIOOHBIN U OBICTPBIN CIIOCO0
BOCCTAaHOBHUTH JIOCTYII K cuety. [IpuBs3anHblii TenedoH MOMOXKET, eciau 3a0yenb CBOH
IJIATEXKHBIN [TapOJIb WU 3alIe1Ib HA CAT C HE3HAKOMOI'O YCTPOMCTBA;

Ucnonb3yit omHopaszoBkie mapoiu. [locie mepexoa Ha YCUIICHHYIO aBTOPU3AIHIO Te0e
yke He Oy/IeT yrpoKaTh OMAaCHOCTb KPa)KH WITU TepexBaTa MIaTeKHOT0 MapoJis;
Bri6epu cnoxxnblii naposs. [lpectynaukam OyaeT HE MPOCTO yraiaTh CIOKHBIN MapoJb.
HanexHble napoyin — 3T0 napoiu, KOTOPbIE COAEPKAT HE MEHEE 8 3HAKOB U BKJIIOYAIOT
B ce0sI CTPOYHBIC U MIPONUCHBIC OYKBBI, IU(PPHI K HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAK
noJutapa, pyHTa, BOCKIMIIATSIBHBIN 3HaK U T.11. Hanpumep, $tROng!;;

He BBOiM cBOM MYHbBIE JaHHBIE HA CaliTax, KOTOPHIM HE JIOBEPSCIIb.

DJIEeKTpOHHAS 110YTa

DNEKTPOHHAs IOYTa — 3TO TEXHOJIOTHUS U MPEAOCTABIISIEMbIE €10 YCIYTH 10 NEPECHUIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIICHHM, KOTOPBIE PACTIPEACISIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO AJIEKTPOHHBIN OYTOBBIH SIIKK BBINIAIUT CAEAYIOLIUM 00pa3oM:
uMs_TIOJIb30BaTeNnsa(@umsi_noMeHa. Takke Kpome rnepeayu mpocToro TeKCTa, UMeeTcst
BO3MOKHOCTb TIepeiaBaTh (pauibl.

OcHoBHBIE COBETHI 110 0e30MacHoi padoTe ¢ 3JIeKTPOHHON NOYTO:

Hazo BeIOpaTh NpaBUIbHBIN OYTOBBIN CEPBUC. B MHTEpHETE €CTh OTPOMHEII BEIOOD
OecIUIaTHBIX MTOYTOBBIX CEPBUCOB, OJTHAKO JYYIIE IOBEPATh TEM, KOI'O 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;

He yka3piBaii B 1MyHO# nourte JnyHyto nH(Gopmaruto. Hampumep, nyurie BeIOpaTh
«MY3bIKaJIbHBIA _(aHaT@» nin «pok2013» BMecTo «remal3y;

Hcnonp3yil IBYX3TaIllHYH0 aBTOPU3ALUI0. JTO KOrAa IOMUMO MapoJs HY»KHO BBOAUTH
KO/, IPUCHITIaeMbIi 1o SMS;

Bei0epu crioskHbIi naposib. [ Kax10ro mo4ToBOro SIIUKa J0JKEH ObITh CBOM
HaJICKHBIA, YCTOWYMBBIN K B3JIOMY IIapOJIb;

Ecnu ectb BO3MOKHOCTB HAaIMUCATh CAMOMY CBOM JINYHBII BOIPOC, UCIIOJIB3YH ITY
BO3MOKHOCTb;

Hcronb3yil HECKONBKO MOYTOBBIX AIMKOB. [IepBbIN [UIs YaCTHON NEPEIUCKU €
ajzipecaTamMu, KOTOPBIM ThI JI0BEpPSICIb. JTO IEKTPOHHBIN aJjpec HE HaJl0 UCII0JIb30BAaTh
IpU perucTpanuu Ha opymax U cairax;

He otkpsbiBaii ¢aitsibl v Ipyrue BIOKEHUS B TUChMaX Jake €CJIM OHH MPUIILIN OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTIIPABIISUIN T OHU TeOe 3TH (ailiibl;

[Tocne okoHuaHus pabOThI HAa TOYTOBOM CEpPBHUCE MEPE]] 3aKPHITHEM BKIIAJIKH C CAUTOM
He 3a0y/b Ha)kaTh Ha «BbIATHY.

KubepOVIiIMHT WM BUPTYAIBHOE U3JIEBATEIHLCTBO

KI/I6Cp6YJ'IJ'II/IHF — HIpCCIICAOBAHNC COO6H.ICHI/I$IMI/I, COACPpIKAIIUMU OCKOp6J'IeHI/I}I, arpecCuro,
3alMyTUBAHUE; XYJIMTaHCTBO, COLIMAJILHOC 6OI>'IKOTI/IpOBaHI/Ie C IMOMOLIBIO PA3JIMYHBIX UHTCPHET-
CCPBHUCOB.

OcHoBHBIE cOBeTHI 10 00pbOe ¢ KHOEepOYIJIMHIOM:


http://shkola5okt.ucoz.ru/index/pamjatka_bezopasnosti_v_seti_internet/0-124
http://shkola5okt.ucoz.ru/index/pamjatka_bezopasnosti_v_seti_internet/0-124

e He Opocaiics B 60ii. JIyummmii crmoco0: TOCOBETOBATHCS Kak ce0si BECTH U, €CJIH HET TOTO,
K KOMY MOXHO 00paTUThCA, TO BHaYale YCIIOKOUThCS. Eciau Thl HauHeIb 0TBE4aTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO €1le OOJIbINe Pa30XkiKellb KOH(IUKT;

e VYmpasisit cBOeH KuOeppernyTauen;

e AHOHUMHOCTH B ceTH MHUMast. CyIIEeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32
QHOHUMHBIM aKKayHTOM;

o He crout Bectn Xynuranckuii 00pa3 BUPTyaJIbHOM kHU3HH. IHTEpHET (UKCHpYET BCe
TBOM JICUCTBUSA U COXPAHAET UX. Y AANUTh UX OyAeT KpaliHe 3aTPyAHUTEILHO;

e Co0mronaii cBO BUPTYAIbHYIO Y€CTh CMOJIONY;

e Urnopupyit enuHuyHbl HeratuB. OHOPa30BbIE OCKOPOUTEIbHBIE COOOIIEHUS JTyYIlie
UrHOpupoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaaIbHOU CTaIuH;

e ban arpeccopa. B nporpamMmmax o6MeHa MTHOBEHHBIMU COOOIIEHUSIMU, B COI[UAIbHBIX
CeTAX €CTh BO3MOXXHOCTh OJIOKUPOBKHM OTHPABKU COOOLICHUN C ONPEACTICHHBIX a/IpECOB;

e Ecnu 11 cBUneTens kubepOymunra. TBoU NEHCTBUS: BBICTYUTh IPOTUB
IIpeCciIe10BaTeNsl, 10Ka3aTh EMY, YTO €r0 JIEHCTBUS OLICHUBAIOTCS] HETaTUBHO,
MOJJIEPKATh KEPTBY, KOTOPOM HY>KHA IICUXOJIOTHYECKask TOMOIIb, COOOIIUTH B3POCIBIM
0 (pakTe arpecCHBHOTO TIOBE/ICHUS B CETH.

MobwiibHbIN TenedhoH

CoBpemenHble cMapT(HOHBI U TUIAHIIETHI COJEPKAT B ce0e BIOJIHE B3POCIbI (DYHKIIMOHAT, U
Tenepb OHU MOTYT KOHKYPHUPOBATh CO CTAIlMOHAPHBIMU KOMIbIoTepamu. OJHAKO, CPEIICTB
3aIUTHI JJ1 TOJI0OHBIX YCTPOMCTB MOKA OUeHb Masio. TecTupoBaHUE U MOUCK YSI3BUMOCTEH B
HUX [MPOUCXOUT HE TaK MHTECHCUBHO, Kak Jutst 1K, To sxe camoe kacaeTcsi 1 MOOMIIBHBIX
npunokeHuid. CoBpeMeHHbIe MOOUITbHBIE Opay3ephl y:Ke IPAKTHUECKU JOTHAIIM HACTOJIbHbBIE
aHaJIOTH, OJIHAKO pacHIMpeHne PyHKIIMOHAIA BIIEYET 32 COOON OOJIBIIYIO CIOKHOCTh U
MEHBIIIYIO 3alUIICHHOCTb. Jlaieko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS,
3aKPBIBAIOIIUE KPUTHYECKUE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHoBHBIE COBETHI /151 0€30MaCHOCTH MOOMJIBHOTO Te1edoHa:

o Huuero He sBIseTcs no-HacTosIeMy OeciulaTHBIM. by b ocTopoXeH, Beib Korja tede
npeJiararT OecryiaTHbIH KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHUe-TO IIaTHbIE
YCIIyTH;

e Jlymaii, mpexze uem otrpaBuTh SMS, poTo unu Buaeo. Thl TOUHO 3HaEIIb, I/I€ OHU
OyAyT B KOHEUHOM UTOTe?

e Heob6xoa1Mo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO CMapT(OHA;

o Vcnonp3yit aHTUBHPYCHBIE IPOTPAMMBbI JJIs1 MOOMIIBHBIX TEJIE(hOHOB;

e He 3arpyxail npunoxeHust OT HEM3BECTHOIO HCTOYHUKA, BE€b OHU MOTYT COJIEPKATh
BPEIOHOCHOE MTPOrpaMMHOE 00ecIIeYeHHE;

e [locne Toro kKak Thl BEIWIEIIH C CaiTa, T/I€ BBOAMII JUYHYIO MH(POPMAIIHIO, 3ai/11 B
HaAcTpoWKHU Opaysepa u ynanu cookies;

o Ilepuonuyecku npoBepsiii Kakue MIaTHBIE YCIyTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

o JlaBaii cBoif HOMEp MOOMIJIBHOTO Tene(oHa TOIBKO JIOASIM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEpsielIb;

o Bluetooth nomxken ObITh BBIKIIIOUYEH, KOT/Ia Thl UM HE Mob3yenibes. He 3a0biBail nHOT 1A
MIPOBEPSTH 3TO.

Online urpsr
CoBpeMeHHbIE OHJIAH-UTPHI — 3TO KPACOYHBIE, 3aXBATHIBAIOIINE PA3BICUEHUS, O0HEIUHSIONINE

COTHH ThICSY YEJIOBEK MO BceMy Mupy. Urpoku uccieayror qaHHbIH UM MHpP, OOIIAOTCS IPYT €
JPYTOM, BBIIOJIHSIOT 3a/1aHUs, CPAXKAIOTCSI C MOHCTPAMHU U TIOJY4aloT OIBIT. 3a YA0BOJIBCTBHE
OHM IIJIATST: MOKYMAIOT TUCK, OINIAYMBAIOT A00OHEMEHT WJIM IPHUOOPETAI0T KaKHe-TO OMIIUH.


http://shkola5okt.ucoz.ru/index/pamjatka_bezopasnosti_v_seti_internet/0-124
http://shkola5okt.ucoz.ru/index/pamjatka_bezopasnosti_v_seti_internet/0-124

Bce aTu cpenctBa uayT Ha MojiepKaHUe U Pa3BUTHE UTPhI, @ TAK)KE HA caMy 0€301aCHOCTD:
COBEPIIICHCTBYIOTCS CUCTEMBI aBTOPU3AIINH, BBITYCKAIOTCS HOBBIC TTAT4H (IIU(POBEIC 3aIUIaTKH
JUISI IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEpBEPOB. B moJ00HBIX UTpax CTOUT omacaThCs HE
CTOJIbKO CBOMX COIIEPHHMKOB, CKOJIBKO KPayKy TBOETO MapoJIsi, HA KOTOPOM OCHOBAaHA CUCTEMA
aBTOpHU3ALMU OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MACHOCTH TBOEI0 HUI'POBOIo aKKayHTa:

e Ecnu npyroii urpok Beaet ceds m1oXo Uiu co3aaeT Tede HeMPUATHOCTH, 3a0JIOKUPYH ero
B CIIMCKE UTPOKOB;

o [loxamyiics agMUHUCTpATOpPaM UIPHI Ha TUIOXOE IMOBEIECHUE ITOT0 UTPOKA, KEJIATEIbHO
IPWIOKUTH KaKHE-TO JI0Ka3aTelbCTBa B BUJIE CKPUHOB;

e He yka3piBaii TuuHy0 HHGOPMAIIUIO B Tpodaiiie urpsi;

e VYBaxall ApyruX y4aCTHUKOB II0 UTPE;

e He ycranaBnuBaii HeouManpHble TATYU U MO/IBI;

o Hcnoup3yii c0KHBIE U Pa3HBIE MAPOIIH;

e Jlaxxe BO BpeMs UIPbl HE CTOUT OTKJIIOYATh aHTUBUPYC. [10Ka Thl Urpaemib, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WU Kpaska JTMYHBIX JaHHBIX

OOBIYHOI Kpaskel IeHET U IOKyMEHTOB CETOTHS YK€ HUKOTO He YAUBHIIIIb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTU 37I0yMBIIIJICHHUKY TIEPEMECTIIINCH B UHTEPHET, ¥ IPOIOJDKAIOT
3aHUMAThCS «TIOOMMBIMY J1eloM. Tak mosBUIIach HOBAs yrpo3a: HHTEPHET-MOIICHHUYECTBA HITH
(UIIMHT, TTIaBHAS 1IE€1b KOTOPOTO COCTOMT B IMOJyYEHUH KOH(PHUICHIINAIBHBIX TaHHBIX
MOJIb30BaTENel — JIOTUHOB U maposieid. Ha anramiickom si3pike phishing ynraercst kak GpUIIuHT
(ot fishing — prIOHas noBIsA, password — mapob).

OcHOBHBIE COBETHI 0 00pbLOE ¢ GPUIMHTOM:

o Cnenu 3a cBOUM akKayHTOM. Eciu ThI 10/103peBaellib, 4TO TBOSI aHKeTa Obljia B3JIOMaHa,
TO HE0OXO0IMMO 3a0JIOKUPOBATh €€ U COOOIIUTH a]MUHUCTPATOpPaM pecypca 00 3TOM Kak
MOJKHO CKOpEEe;

e Hcnonb3yii 6e3omacHble B€O-CaliThl, B TOM YKCII€, HHTEPHET-MAara3nHOB U MOMCKOBBIX
CHUCTEM;

e Ucnonb3yii cinoxHbIe U pa3Hble napoiu. TakuM oOpa3om, eciiu TeOst B3J10MakoT, TO
3JI0YMBIIIJICHHUKH MTOJTy4yaT JOCTYH TOJIBKO K OJTHOMY TBOEMY NMPO(UIIIO B CETH, @ HE KO
BCEM;

o Ecnu te6s B310Manu, To HE0OOXOAUMO MPETYIPETUTh BCEX CBOMX 3HAKOMBIX, KOTOphIE
n00aBJIeHBbI y TEOS B IPY3bsiX, O TOM, YTO T€OS B3JIOMaJIN U, BO3MOXKHO, OT TBOETO HUMEHU
OyZIeT pacchliaThCsl CllaM U CChUIKU Ha (PUIIMHTOBBIE CalThI;

e VYcranoBu HajzexHbIN mapoib (PIN) Ha MoOMIBHBIH TenedoH;

o OTKIIIOUM COXpaHEHHUE napoiisd B Opaysepe;

o He oTkpsiBail (aiiiasl 1 qpyrue BIOKEHHS B MMChbMAaXx J1aXe €CJIM OHU MPUILIH OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTIIPABIISUIN T OHU TeOe 3TH (ailiibl;

[udposas penyramms

[{udpoBast pemyTarus - 3T0 HETaTUBHAS WU TIO3UTUBHAS UH(OPMAIIUS B CETH O Tebe.
KommpomeTtupyromas napopManus pa3MenieHHas B UHTEPHETE MOXKET CEPhE3HBIM 00pa3oM
OTpa3UThCS Ha TBOeH peanbHOM *ku3HU. «L{udpoBas penyraius» - 3T0 TBOM UMUK, KOTOPBIi
dbopmupyeTcst U3 uHpopMauu 0 Tebe B HHTEpHETE. TBOE MECTO KUTEILCTBA, yueObl, TBOE
(buHAHCOBOE MOJOKEHUE, OCOOEHHOCTH XapaKTepa U paccKas3bl 0 OJU3KHUX — BCE ATO
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HaKaIImBacTCA B CCTU.

MHor#e noJIpoCTKH JIETKOMBICIIEHHO OTHOCSATCS K IYOJIUKAIIMH JTMYHOU HH(POPMAIIUH B
WuTtepHeTre, He MOHUMAasi BO3MOXKHBIX MTOCIEACTBUHN. THI Take HE CMOJKEIIIb IOTalaThCsl O TOM,
4To (poTorpadus, pa3merieHHas S5 1eT Ha3al, cTaja IPUUYNHON 0TKa3a MPUHATH Te0s Ha paboTy.

KommeHnTapuu, pazmenienie TBoux Gororpaduit u apyrue JeicTBUsS MOTYT HE UCUE3HYTh JaKe
1I0CJI€ TOTO, KaK Thl MX yJanullb. Thl HE 3HaCIllb, KTO COXPaHUJ 3Ty HH(POPMALIUIO, TIoNalia JIn
OHA B [TIOUCKOBBIE CHCTEMbI U COXPAHMIIACh JIM OHA, a IJIABHOE: YTO IOAYMAIOT O Tebe
OKpY’Kalollee JI0JI1, KOTOpble HAWAYT U yBUIAT 3T0. Hailtu nHpopmanuio MHOro JieT crycrs
CMOXeT JII000# — Kak 13 J0OPbIX TOOYXKIEHHH, TaK ¥ ¢ HAMEPEHUEM NMPUYUHHUTD Bpell. ITO
MOYET OBITh KTO YIOJHO.

OcHoBHBbIE cOBeTHI 110 3a1uTe HM(pPOBOIi penyTauuu:

o Tlogymaii, mpexe 4eM 4TO-TO MyOJIMKOBATh U MepeaaBaTh y ceOs B 6yiore Ui B
COIIMATLHOM CETH,

e B nacrpoiikax npoduis yCTaHOBH OTpaHUYEHUsS HA POCMOTP TBOETrO NpOouIs U ero
COAEPKUMOTO, CAETAN €ro TOJBKO IS APY3Eh»;

e He pa3memaii u He yka3piBaii HH(OPMALINIO, KOTOPAsk MOXKET KOT0-THO0 OCKOPOIIATH WK
00KaTh.

ABTOpCKOE ITpaBo

CoBpeMeHHbIE ITKOJIFHUKN— aKTUBHBIE TI0JIH30BATENN IIU(PPOBOTO MpocTpancTBa. OgHAKO
JIaJIeKO He BCE 3HAIOT, YTO MOJb30BaHWE MHOI'MMHU BO3MOXKHOCTSMHU LIU(PPOBOro Mupa Tpedyer
COOITIO/ICHHSI TIPAB HA MHTEIUICKTYAIBHYIO COOCTBEHHOCTD.

TepMuH «WHTENIEKTyallbHast COOCTBEHHOCTbY» OTHOCUTCS K pa3IMYHBIM TBOPEHUSIM
4eJI0BEYECKOr0 yMa, HauMHasi C HOBBIX U300peTeHNH U 3HaKOB, 0003HAYAIOIUX COOCTBEHHOCTh
Ha MPOAYKTHI U YCIYTHU , U 3aKaH4YMBasi KHUTaMu, poTorpadusiMu, KHHOPUIbMaMU U
MY3bIKaJIbHBIMU [TPOU3BEICHUAMM.

ABTOpCKHE MpaBa — 3TO MPaBa Ha HHTEIUIEKTYaJbHYIO COOCTBEHHOCTb Ha NMPOU3BEICHUS HAYKH,
JUTEpPaTyphl U UCKyCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B KAYECTBE rapaHTUHU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa He Oy/eT HallpacHbIM, AAaCT €My CIIpaBeINBbIe
BO3MO>KHOCTH 3apa00oTaTh Ha pe3ysbTaTax CBOEro TPyAa, MOJYUYUTh U3BECTHOCTh U IPU3HAHHUE.
Huxro 6e3 pa3pelieHns aBTopa He MOXKET BOCIIPOM3BOAUTE €T0 IIPOU3BEACHUE, PaCTIPOCTPAHSTh,
yO0JIMYHO IEMOHCTPUPOBATH, IPO/IaBaTh, UMIOPTHUPOBATH, IyCKaTh B IMPOKAT, ITyOJUIHO
UCTIOJIHATD, IOKA3bIBATh/UCHIOIHATH B A(Hpe UK pa3meniaTsh B IHTepHeTe.

Hcnonb30BaHue «IMPATCKOrO» MPOrpaMMHOT0 00ecreueHUsI MOKET IIPUBECTH K MHOTUM
pHUCKaM: OT MTOTEPH JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKHU TBOETO YCTPOICTBa, I1ie
YCTAHOBJICHHBIH He JierajgbHas mporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYLIECTBYET
JerajgbHble U OeCIIaTHBIE POTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.
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CeteBUYOK.p() — TBOH TJIaBHBIN COBETYHK B CETH. 3/1€Ch ThI
MOYKEIIIb Y3HATh O OE30MaCHOCTH B CETH NOHSATHBIM H
JOCTYIHBIM SI3bIKOM, a ITPH BO3HUKHOBEHUH KPUTHUYECKON
CUTYallMu 0OOpaTUTHCS 32 COBETOM.

Opranuzarop npoekra — «bior mkoabHOro Beesnaiiku» www.e-
parta.ru THopManmoHHO-TI03HAaBATENIbHBIA OPTAJ ISl TOJIPOCTKOB.

ITpu nonnepxxku HIT «JIura 6e3onacHoro uaTepuera», ['ocynapcrsennas JJyma PO u Coser
Oenepaunu PO. [Ipoext nMeeT MooKUTENbHOE IKCIIEPTHOE 3aKIoueHne MuHucrepcTaa
obOpaszoBanus U Hayku PO.

IlepeiTu Ha mopTal
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